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Abstract

SOA and cloud computing are complementary activities; both will play important roles in IT planning for
senior leadership teams for years to come. Cloud computing does not replace SOA or the use of distributed
software components as an integration technology. SOA inspired componentization eff orts, where soft ware
leverages other network based soft ware using standards-based interfaces. In this paper we discussed what it
takes to build a cloud network, evolution from the managed service provider model to cloud computing roles as
well as importance of collaboration, service-oriented architectures as an intermediary step and the basic ap-
proach to data center-based SOAs, and the role of open source software in data centers and where and how it is

used in cloud architecture.
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1. Introduction

Cloud computing is the next generation in compu-
tation. Maybe Clouds can save the world; possibly
people can have everything they need on the cloud.
Cloud computing is the next natural step in the evo-
lution of on-demand information technology services
and products. The Cloud is a metaphor for the Inter-
net, based on how it is depicted in computer network
diagrams, and is an abstraction for the complex in-
frastructure it conceals. It is a style of computing in
which IT-related capabilities are provided “as a ser-
vice”, allowing users to access technology-enabled
services from the Internet (i.e., the Cloud) without
knowledge of, expertise with, or control over the
technology infrastructure that supports them.

This is a technology that uses the internet and cen-
tral remote servers to maintain data and applications.
Cloud computing allows consumers and businesses
to use applications without installation and access
their personal files at any computer with internet ac-
cess. This technology allows for much more efficient
computing by centralizing storage, memory, pro-
cessing and bandwidth.

A simple example of cloud computing is Yahoo

email, Gmail, or Hotmail etc. You don’t need soft-
ware or a server to use them. All a consumer would
need is just an internet connection and you can start
sending emails. The server and email management
software is all on the cloud (internet) and is totally
managed by the cloud service provider Yahoo,
Google etc. The consumer gets to use the software
alone and enjoy the benefits. The analogy is, 'If you
need milk, would you buy a cow?' All the users or
consumers need is to get the benefits of using the
software or hardware of the computer like sending
emails etc. Just to get this benefit (milk) why should
a consumer buy a (cow) software /hardware?

Cloud computing is broken down into three seg-
ments: "application" "storage" and "connectivity."
Each segment serves a different purpose and offers
different products for businesses and individuals
around the world. In June 2011, a study conducted by
Version One found that 91% of senior IT profession-
als actually don't know what cloud computing is and
two-thirds of senior finance professionals are clear
by the concept, highlighting the young nature of the
technology. In Sept 2011, an Aberdeen Group study
found that disciplined companies achieved on aver-
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age a 68% increase in their IT expense because cloud
computing and only a 10% reduction in data center
pOwWer costs.
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Figure: 1. Architecture Model for Next Generation
Cloud Computing Infrastructure

2. How SOA Contributes
Computing

to Cloud

SOA means more than just thinking in terms of
services. It implies a particular way of constructing
enterprise business systems using IT. An SOA sys-
tem includes software services and an SOA platform
and supporting infrastructure, just as a column in a
classic Greek temple has a capital, a shaft and a base.
The software services are supported by the SOA
platform, which typically includes components such
as an enterprise service bus (ESB) and a service reg-
istry. There are established standards for the compo-
nents of the SOA platform, such as the Web services
description language (WSDL) and WS-messaging,
and there are commercial off-the-shelf products that
support these standards. The SOA platform is in turn
supported by the enterprise IT infrastructure of com-
puters, data stores and networks. These elements of
the SOA style also relate to the different kinds of
Cloud service. The software services relate directly
to SaaS, the infrastructure relates directly to laaS,
and the SOA platform relates, but not yet directly, to
PaaS.

From the consumer’s perspective, the SaaS pro-
vider’s applications are software services that can
replace some internally-provided software services
and integrate with others, using the internal SOA
platform extended over the Internet. This implies no
radical architectural change. Decisions on use of ex-
ternally-provided services can be made on a
case-by-case basis, depending on cost, ease of de-
ployment and other factors for the particular services
concerned.
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The software deployed over laaS can include part
or all of the SOA platform, with some or all of the
software services that run on it. Again, there is no
radical architectural change. The decision depends on
the same factors as a decision to set up an in-house
data center: equipment and support costs, return on
investment, security, capability for disaster recovery,
and so on.

The correspondence is however not quite as close
for PaaS. Today, the popular Cloud platform services
are running mostly at the operating system and pro-
gramming language level rather than at the level of
the SOA platform. They support standards such as
Linux and Java, rather than WS-Messaging and
WSDL. Of course, a SOA platform can be imple-
mented on top of Linux and Java, for example, more
easily than directly on the raw infrastructure, but this
is not as good as being able to obtain the SOA plat-
form itself as a Cloud service. To be really useful for
SOA, Cloud platforms should include enterprise ser-
vice buses, service registries and other SOA platform
components—in other words, “SOA as a Service.”

3. Approach to a Data Center-Based SOA

A service-oriented architecture is essentially a col-
lection of services. A service is, in essence, a func-
tion that is well defined, self-contained, and does not
depend on the context or state of other services. Ser-
vices most often reflect logical business activities.
Some means of connecting services to each other is
needed, so services communicate with each other,
have an interface, and are message-oriented. The
communication between services may involve simple
data passing or may require two or more services
coordinating an activity. The services generally
communicate using standard protocols, which allows
for broad interoperability. SOA encompasses legacy
systems and processes, so the effectiveness of exist-
ing investments is preserved. New services can be
added or created without affecting existing services.
Service-oriented architectures are not new. The first
service-oriented architectures are usually considered
to be the Distributed Component Object Model
(DCOM) or Object Request Brokers (ORBs), which
were based on the Common Object Requesting Bro-
ker Architecture (CORBA) specification. The intro-
duction of SOA provides a platform for technology
and business units to meet business requirements of
the modern enterprise. With SOA, your organization
can use existing application systems to a greater ex-
tent and may respond faster to change requests. The-
se benefits are attributed to several critical elements
of SOA:

a. Free-standing, independent components

b. Combined by loose coupling

¢. Message (XML)-based instead of API-based
d. Physical location, etc., not important
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3.1 Planning for Capacity

It is important to create a capacity plan for SOA
architecture. To accomplish this, it is necessary to set
up an initial infrastructure and establish a baseline of
capacity. Just setting up the initial infrastructure can
be a challenge. That should be based on known ca-
pacity requirements and vendor recommendation for
software and hardware. Once the infrastructure is set
up, it is necessary to establish a set of processing
patterns. These patterns will be used to test capacity
and should include a mix of simple, medium, and
complex patterns. They need to cover typical SOA
designs and should exercise all the components
within the SOA infrastructure.

3.2 Planning for Availability

Awvailability planning includes performing a
business impact analysis (BIA) and developing and
implementing a written availability plan. The goal is
to ensure that system administrators adequately un-
derstand the criticality of a system and implement
appropriate safeguards to protect it. This requires
proper planning and analysis at each stage of the
systems development life cycle (SDLC). A BIA is
the first step in the availability planning process. A
BIA provides the necessary information for an ad-
ministrator to fully understand and protect systems.
This process should fully characterize system re-
quirements, processes, and interdependencies that
will determine the availability requirements and pri-
orities. Once this is done, a written availability plan
is created. It should define the overall availability
objectives and establish the organizational frame-
work and responsibilities for personnel. Management
should be included in the process of developing
availability structure, objectives, roles, and responsi-
bilities to support the development of a successful
plan.

3.3. Planning for SOA Security

The foundations of SOA security are well known
and are already widely used in the IT industry. SOA
practitioners have come to realize they also must
understand these foundations in order to provide ad-
equate security for the systems being developed. The
foundations include public key infrastructure (PKI),
the common security authentication method Kerber-
0s, XML (Extensible Markup Language) encryption,
and XML digital signatures. Three main areas of
concern are widely accepted as part of the SOA se-
curity arena. First, message-level security provides
the ability to ensure that security requirements are
met in an SOA environment, where transport- level
security is inadequate because transactions are no
longer point to- point in SOA. Second, Securi-
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ty-as-a-Service provides the ability to implement
security requirements for services. Third, declarative
and policy- based security provides the ability to im-
plement security requirements that are transparent to
security administrators and can be used to quickly
implement emerging new security requirements for
services that implement new business functionalities.

3.4. Message level security

The OASIS set of WS-Security standards address-
es message-level security concerns. These standards
are supported by key vendors including IBM, Mi-
crosoft, and Oracle. The standards provide a model
describing how to manage and authenticate message
exchanges between parties (including security con-
text exchange) as well as establishing and deriving
session keys. The standards recommend a Web ser-
vice endpoint policy describing the capabilities and
constraints of the security and other business policies
on intermediaries and endpoints including required
security tokens, supported encryption algorithms, and
privacy rules. Furthermore, a federated trust model
describing how to manage and broker the trust rela-
tionships in a heterogeneous federated environment,
including support for federated identities, is de-
scribed. The standards include a Web service trust
model that describes a framework for trust models
that enables Web services to operate securely. There
is also an authorization model describing how to
manage authorization data and authorization policies.
Finally, the standards include a Web service privacy
model describing how to enable Web services and
requesters to state subject privacy preferences and
organizational privacy practice statements.

3.5. Security as a Service (SAAS)

Security-as-a-Service can be accomplished by col-
lecting an inventory of service security requirements
throughout the enterprise architecture (EA) and spec-
ifying the set of discrete security services that will be
needed for the enterprise. Next, the organization
must complete the process of designing and imple-
menting these security services as services them-
selves. Often, a toolkit approach can help specify the
set of typical security services that may be used to
provide most of the requirements and accelerate the
establishment of Security-as-a-Service in an organi-
zation.

3.6. Declarative & Policy based security

Implementation of declarative and policy-based
security requires tools and techniques for use at the
enterprise management level and at the service level.
These tools and techniques should provide transpar-
ency for security administrators, policy enforcement,
and policy monitoring. When policy violations are
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detected, alerts should be issued. Traceability of such
violations, both for data and users, should be includ-
ed as a critical element.

4. Open Source Software in Data Centers

The Open Source Initiative uses the Open Source
Definition to determine whether a software license
can truly be considered open source. The definition is
based on the Debian Free Software Guidelines, ®
written and adapted primarily by Bruce Perens. °
Under Perens’s definition, the term open source
broadly describes a general type of software license
that makes source code available to the public with-
out significant copyright restrictions. The principles
defined say nothing about trademark or patent use
and require no cooperation to ensure that any com-
mon audit or release regime applies to any derived
works. It is considered as an explicit “feature” of
open source that it may put no restrictions on the use
or distribution by any organization or user. It forbids
this, in principle, to guarantee continued access to
derived works even by the major original contribu-
tors. Over the past decade, open source software has
come of age. There has always been a demand for
software that is free, reliable, and available to anyone
for modification to suit individual needs. Open
source distributions such as Red Hat, OpenSuSE, and
BSD, coupled with open source applications such as
Apache, MySQL, and scores of others have long
been used to power databases, web, email, and file
servers. However, something that has as much im-
pact as the applications used in a data center has
caused many implementers to hesitate to adopt open
source software—until now. Recently, more than just
a few users have become strong advocates that open
source can and does work in the data center envi-
ronment. In an online article, Robert Wiseman, chief
technology officer at Sabre Holdings (a travel mar-
keting and distribution technology company in
Southlake, Texas, that uses open source software on
over 5,000 servers) stated:

It’s true that with open-source products, users gen-
erally forfeit the security of professional support
teams to help resolve their problems quickly. But in
our environment, we almost always purchase support
for our open-source products from high-quality ven-
dors. This, of course, reduces some of the cost ad-
vantages of using open source, but the advantages are
big enough that there’s still plenty left over, and the
security we get from a service contract lets us sleep
better at night. *° Sabre Holdings uses an enterprise
service bus for message transformation, routing, and
other tasks. An enterprise service bus (ESB) refers to
a software architecture construct that is typically im-
plemented by technologies seen as a type of middle-
ware infrastructure. ESBs are usually based on rec-
ognized standards and provide fundamental services
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for complex architectures via an event-driven and
standards-based messaging engine (called the bus
since it transforms and transports the messages
across the architecture).

One example of open source ESB, Apache Syn-
apse, is an easy-to-use and lightweight ESB that of-
fers a wide range of management, routing, and trans-
formation capabilities. With support for HTTP,
SOAP, SMTP, JMS, FTP, and file system transports,
it is considered quite versatile and can be applied in a
wide variety of environments. It supports standards
such as WS-Addressing, Web Services Security
(WSS), Web Services Reliable Messaging (WSRM),
efficient binary attachments (MTOM/XOP), as well
as key transformation standards such as XSLT,
XPath, and XQuery. Synapse supports a number of
useful functions out of the box, without program-
ming, but it also can be extended using popular pro-
gramming languages such as Java, JavaScript, Ruby,
and Groovy.

Another example is a project called Open ESB,
which implements an enterprise service bus runtime
with sample service engines and binding compo-
nents. Open ESB allows easy integration of enter-
prise applications and web services as loosely cou-
pled composite applications. This allows an enter-
prise to seamlessly compose and recompose compo-
site applications, realizing the benefits of a true ser-
vice-oriented architecture. Today, most users of open
source agree that these products have now reached a
level of maturity equal to and, in some cases, better
than their commercial counterparts. Open source
products have forced commercial vendors to compete
on price and quality of service. Because open source
code is open and transparent, developers can trou-
bleshoot problems and learn how other developers
have addressed issues. Users gain the freedom to use
these products across their organizations, all over the
world, without worrying about tracking client licens-
es.

5. Conclusion

Cloud Computing describes a system architecture
period. This particular architecture assumes nothing
about the physical location, internal composition or
ownership of its component parts. This is about
scalable web applications and data processing needed
to make apps interesting. In this topic we discussed
to build a cloud network, evolution from the man-
aged service provider model to cloud computing and
the role and importance of collaboration, ser-
vice-oriented architectures as an intermediary step
and the basic approach to data center-based SOAs,
and the role of open source software in data centers
and where and how it is used in cloud architecture.
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